Microsoft Windows NT Network Administration

Chapter 9, Scenario

1.
Someone keeps deleting a customer sales volume report file from a directory on the PDC. Karl, a member of the Administrators group, has been asked to determine who is deleting the file because it is causing unnecessary extra work for him to constantly have to copy the file to the PDC shared area. Additionally, he is sometimes out of the building for extended time periods, and everyone must wait for him to return in order to have the file copied again. Karl implements an audit policy that tracks when any member of the Users group accesses or deletes the file. He checks the audit reports daily for a week and notices that the file is not being deleted. So, he forgets about the problem and stops monitoring the audit log. A few weeks later, the senior sales manager calls Karl to say that the file is missing again. Karl checks the audit log and still has no record of the file’s deletion. But, when he checks, the file is actually gone again. Which one of the following is a reasonable explanation for how the file could have been deleted without leaving a record in the audit log?

a.
The file is on an NTFS partition.

b.
Karl doesn’t have Full Control rights to the directory containing the sales volume report file.

c.
Karl’s choice of groups to audit is incorrect.

d.
Karl doesn’t have the user right “Manage auditing and security log.”

e.
The file is being deleted from a dial-in account.

c.
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2.
Members of the Server Operators group are unable to set up an audit policy. They would be, however, able to administer which one of the following logs?

a.
Security Logs.

b.
Logon Logs.

c.
Group Logs.

d.
Domain Logs.

e.
None of the above.

a. (page 332)

3.
To set up an Audit policy, which one of the following is a requirement?

a.
Being a member of the Administrators group on the computer where the Audit policy is being set.

b.
Being a member of the Supervisors group on the Primary Domain Controller.

c.
Being a member of the Auditing group on both the PDC and BDC.

d.
Having Administrator rights for all computers in the entire domain.

a. (page 332)

4.
Jan is a member of the Server Operators group and is unable to set up an Audit policy; however, she can administer security logs, and perform tasks such as viewing and archiving each log. (True or False?)

True. (page 332)

5.
On a domain controller, the Audit policy determines the amount and type of security logging that Windows NT 4.0 server performs on all domain controllers in the domain. (True or False?)

True. (page 331)
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6.
In a medium security network, which of the following activities should be audited? Choose all answers that are correct. 

a.
Successful use of resources.

b.
Use of security-sensitive files.

c.
Security policy changes.

d.
User logons.

e.
Administrative changes.

a, b, c. (page 335)

7.
Ted has been asked to audit all of the employees in the company, as well as all remote users. Which one of the following should Ted audit to most easily accomplish this task?

a.
Use the Administrator account and flag each user for an audit.

b.
Use the Everyone group.

c.
Use the Domain Users group.

d.
b and c.

e. There is no simple way to audit ALL users in the network.

b. (page 341)

8.
You can easily remove a user or group from auditing by selecting its name in the appropriate Auditing dialog box and then clicking Remove. (True or False?)

True. (page 342)

9.
Auditing can only be done on an NTFS partition. (True or False?)

True. (page 342)
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10.
Event Viewer provides information about errors, warnings, and the successes or failures of various tasks. This information is stored in one of three types of logs. Which of the following logs record these events? Choose all answers that are correct. 

a.
System logs.

b.
Event logs.

c.
Security logs.

d.
Application logs.

e.
All of the above.

a, c, d. (page 346)

11.
When locating specific events such as warnings, errors, failed audits, and successful audits, which one of the following tools would you use to simplify your job?

a.
Audit Firewall.

b.
Find.

c.
Search.

d.
Audit Archive.

e.
None of the above.

b. (page 352)

12.
As long as you log in as Administrator into the Primary Domain Controller of your local Domain, you will be able to view all security logs in all domains on your network. (True or False?)

False. (page 347) The proper trust relationships are required in order to view security logs in other domains.

13.
When filtering events in the log, the filter itself has no effect as to what the log file actually records. (True or False?)

True. (page 350) 

