Chapter 6, Scenario

1.
At 5:45 p.m., just before she’s ready to leave for the day, Marsha receives a frantic call from James. He needs Read access to a directory called MASTER on the primary domain controller computer called APOLLO in the domain NEPTUNE, so that he can copy two key files to a diskette and get this in the overnight mail before 6:30 p.m. Marsha assures James that she will grant him Read permissions to the MASTER directory as soon as she hangs up the phone. He frantically keeps trying to access the directory, and he gets even more frantic when he calls Marsha back and learns that she has left for the day. Disgusted, he finally presses Ctrl+Alt+Del, shuts down the system, restarts the system, logs in, and successfully copies the files he needs. Which one of the following is the most likely reason that he was successful after rebooting?

a.
Marsha might have been entering his account permissions from the backup domain controller, and it might have taken time for synchronization to occur.

b.
James had to log out and in again to recognize the new permissions.

c.
Marsha just didn’t finish her work until the time James restarted the system.

d.
Marsha never did grant James Read access to the Master directory.

e.
The computer James was using wasn’t in the NEPTUNE domain.

b.

Chapter 6, Lesson 1

1.
Elaine wants to use an individual NTFS permission that will display folder attributes, make changes to folders within a folder, and display owner and permissions. Which one of the following should she select?

a.
Read (R).

b.
Write (W).

c.
Execute (X).

d.
Delete (D).

e.
None of the above.

c. (page 212)

2.
On an NTFS volume, Lucy is assigned Read permission to the Credit.database file in the Customer folder. She is a member of the Managers group, which has Read and Write permissions to the Customer folder. Also, she is a member of the Accounting group, which has Write and Execute permissions to the Customer folder. Which one of the following represents her effective permissions to the Customer folder and Credit.db file?

a.
Read, Write, and Execute to the folder; Read to the file.

b.
Read to both the folder and file.

c.
Read, Write, and Execute to both the folder and file.

d.
Read and Write to both the folder and file.

e.
None of the above.

a. (page 215)

3.
When a volume is formatted with NTFS, the Everyone group is automatically assigned Full Control permission to the volume. Folders and files created on the volume inherit this default permission. (True or False?)

True. (page 212)

4.
NTFS permissions do not automatically allow Users who have access to a folder to gain access to the other folders within the hierarchy. (True or False?)

True. (page 215)

5.
The ____________ NTFS permission overrides all other permissions.

No Access. (page 2140

6.
________ folder and file permissions apply both to users working at the computer where the folder or file is stored and users accessing the folder or file over the network by connecting to a shared folder.

NTFS. (page 211)

Chapter 6, Lesson 2

1.
Unlike NTFS security, share permissions offer limited security because of which of the following? Choose all answers that are correct.

a.
They cannot be used to secure individual files.

b.
They give the user the same level of access to all folders and files within the shared folder.

c.
They cannot be password protected.

d.
They have no effect when a user gains access to the resource locally by sitting at the computer where the resource is located.

e.
They cannot be combined with NTFS permissions.

a, b, d. (page 217)

2.
Kevin wants to assign file level permissions for the accounting package to the Accounting group. On which one of the following partition types must the accounting package reside for Kevin to be able to assign file level permissions?

a.
FAT.

b.
FAT32.

c.
NTFS.

d.
a. and b.

e.
a., b., and c.

c. (page 217)

3.
The easiest way to combine share permissions and NTFS permissions is to leave the default share permission Full Control assigned to the Everyone group, and then to assign NTFS permissions to specific user and group accounts for the folders and files within the shared folder hierarchy. (True or False?)

True. (page 217)

4.
Jefferson has been granted Full Control share level access to the Apps share that is on the D: drive. The D: drive is an NTFS partition. Jefferson is also a member of a group called Managers, which has been given only Read share level access to the Apps share. Assuming the permissions given are the only ones granted, Jefferson’s effective right to the Apps directory on the D: drive is Full Control. (True or False?)

True. (page 217)

5.
When combining share permissions with NTFS permissions, the most __________ permission always becomes the effective permission.

Restrictive. (page 217)

6.
Terry has been assigned Read permission to the shared Customers folder. The Accounting group, of which Terry is a member, has been assigned NTFS Full Control permission to the Credit folder that is in the Customers folder. Terry’s effective permission in the Credit folder is ________.

Read. (page 221)

Chapter 6, Lesson 3

1.
Which of the following are general guidelines for assigning NTFS permissions to program folders? Choose all answers that are correct.

a.
If network programs are contained in shared folders, assign the Users group Read permission.

b.
Assign groups that are responsible for upgrading and troubleshooting software Full Control or Change permission for the appropriate folders.

c.
Assign selected Users in a group Full Control to the shared program folder, then assign the group No Access to that folder.

d.
Give each group wishing access to the shared program folder “O” permission.

e.
Remove the default NTFS permission, Full Control, from the Everyone group and assign it to the Administrators group.

a, b, e. (page 223)

2.
Which of the following are general guidelines for assigning NTFS permissions to data folders? Choose all answers that are correct.

a.
Remove the default permission Full Control from the Everyone group and assign it to the Users group.

b.
When assigning permissions to a shared folder, grant selected NTFS less restrictive permissions to individual users in the group and more restrictive permissions to the group itself.

c.
Remove the default permission Full Control from the Everyone group and assign it to the Administrators group.

d.
Assign the Users group Add & Read permission, and the Creator Owner group Full Control permission.

e.
Leave the default permissions Read, Change, and Ownership, for the Users group and specifically assign Write permission to selected Users.

c, d. (page 223)

3.
To create a home directory for a user on an NTFS volume, in User Manager for Domains, in the New User or User Properties dialog box, click Security and then Browse to select the correct folder. (True or False?)

False. (page 224) To create a home directory for a user on an NTFS volume, in User Manager for Domains, in the New User or User Properties dialog box, click Profile, and then in the Home Directory To box, type \\server_name\Users\%Username%

4.
Creator Owner is a built-in system group that is used to assign access to the creator and owner of a resource. (True or False?)

True. (page 225)

5.
Use the variable ___________ to automatically assign a user’s account name to the folder and the NTFS permission Full Control to the respective user.

%Username%. (page 224)

6.
The _______ group is the built-in local group that contains all domain user accounts on each computer.

Users. (page 225)

Chapter 6, Lesson 4

1.
Which of the following will allow you to assign NTFS permissions? Choose all answers that are correct.

a.
Standard permission: Full Control.

b.
Special access (or individual) permission: Change Permissions.

c.
Special access (or individual) permission: Take Ownership.

d.
Being the owner of the file or folder.

e.
Being a member of the Backup Operators group.

a, b, c, d. (page 230)

2.
Which of the following is a Special Directory Access permission? Choose all answers that are correct.

a.
Execute.

b.
Delete.

c.
Change Permissions.

d.
Add.

e.
Take Ownership.

a, b, c, e. (page 236)

3.
When a new folder or file is created on an NTFS volume, the folder or file inherits the permissions of the folder in which it is contained. (True or False?)

True. (page 230)

4.
Administrators and Users appear in the Directory Permissions dialog box with Read(RX) (RX) as the permission. This is because the standard permission Read includes the special access permissions Read and Execute. (True or False?)

True. (page 237)

5.
The letter used to represent the Change Permissions permission is ______ ..

P. (page 236)

6.
When a volume is formatted with NTFS, the permission Full Control is automatically assigned to the _____________ group.

Everyone. (page 239)

Chapter 6, Lesson 5

1.
Which of the following permissions allows the owner to assign another group or user the ability to take ownership of a folder or file? Choose all answers that are correct.

a.
Special access permission: Change Owner.

b.
Special access permission: Take Ownership.

c.
Standard permission: Full Control.

d.
Special access permission: Change Permissions.

e.
Special access permission: Administrator.

b, c, d. (page 241)

2.
By default, members of which one of the following groups always have the ability to take ownership of a folder or file?

a.
Domain Users.

b.
Backup Operators.

c.
Power Users.

d.
Administrators.

e
None of the above. Only the creator can take ownership of a folder or file.

d. (page 244)

3.
When any member of the Administrators group creates a file, the entire group becomes the owner of the file. (True or False?)

True. (page 241)

4.
Kathleen has just taken ownership of the Customer folder. In doing this, she has taken ownership away from another user or group that previously had ownership of the Customer folder, which could include the Administrators group. (True or False?)

True. (page 242)

5.
By default, the user who creates a folder or file is the ________.

Owner. (page 240)

6.
Charlotte wants to determine the owner and permissions of a file. She right-clicks the file and then clicks on Properties. She would next click on the tab called ________.

Security. (page 241)

Chapter 6, Lesson 6

1.
Which one of the following is a quick way to copy a folder within the same NTFS volume?

a.
Clicking Start, Programs, MS–DOS prompt, then entering the copy command with the /NTFS switch.

b.
Using the mouse to drag the source folder to the destination folder

c
In Explorer, right-clicking on the source folder, clicking Cut, right-clicking the destination folder, and clicking Paste.

d.
Holding down the Ctrl key and using the mouse to drag the source folder to the destination folder.

e.
In Explorer, clicking twice on the name box of the source folder, then inserting the name of the destination folder

d. (page 249)

2.
Which one permission is required in the destination folder on an NTFS partition to copy folders and files to it?

a.
Add.

b.
Read.

c.
Write.

d.
Delete.

e.
Execute.

a. (page 246)

3.
When you copy a folder or file within the same NTFS volume or to a different NTFS volume, the folder or file maintains the permissions of the source folder, and ownership does not change. (True or False?)

False. (page 245) When you copy a folder or file within the same NTFS volume or to a different NTFS volume, the folder or file inherits the permissions of the destination folder, and the user who copies a folder or file becomes the owner.

4.
If you move a folder or file to a different NTFS volume, the folder or file inherits the permissions of the destination folder, and the new owner is the user who moved it. (True or False?)

True. (page 246) The key here is “to a different NTFS volume.” This is not true when the folder or file is moved within the same NTFS volume.

5.
To move a folder or file from a source directory to a destination directory within an NTFS partition, a user needs the ______ permission for the destination folder and the ______ permission for the source folder.

Add; Delete. (page 250)

6.
When a file is moved within an NTFS partition, what are the permissions of the moved file? _____________

The same as they were in the source directory. (page 250)

Chapter 6, Lesson 7

1.
You receive a call from user Zeke, who states that he cannot gain access to a file resource. Which of the following are areas you would want to check? Choose all answers that are correct. 

a.
If the No Access permission is assigned to the user or to a group of which the user is a member, then the user does not have permission for the resource.

b.
Check the Security tab in Properties, as he must be listed as an owner of the resource.

c.
In Control Panel, Security, check to be sure that he is listed on the ACL.

d.
If a file was copied within an NTFS volume, or copied or moved to another NTFS volume, the file permissions might have changed by inheriting new permissions from the destination folder.

e.
He might have used a group password rather than his individual password, and so will not be able to access resources with his individual permissions.

a, d. (page 251)

2.
You have just added Marilyn to a group to give her user permission for a resource, but she still cannot gain access to the resource. Which one of the following should be done?

a.
Have her log off and then log on, or disconnect and reconnect to the resource.

b.
She needs to have her individual permissions increased so she has access.

c.
Grant her group additional permissions so they can access the resource.

d.
Make her an Administrator, which would guarantee her access.

e.
Have her take ownership of the resource along with the group ownership.

a. (page 257)

3.
Using Windows NT 4.0, if a file was copied within an NTFS volume, or copied or moved to another NTFS volume, the file permissions might have changed by inheriting new permissions from the destination folder. (True or False?)

True. (page 251)

4.
In UNIX file systems, users who have Write permission to a folder can delete files in the folder even if they were assigned No Access permission to the file. (True or False?)

True. (page 251)

5.
Henry is looking for a quick and easy way to create home folders for his new users to be added to the domain. He also wants to automatically assign each user the NTFS permission Full Control for his or her home folder. You recommend that in the Profile screen he use the ______________ variable to automatically assign a home folder.

%Username%. (page 258)

6.
Myrtle belongs to the Sales local group, which has No Access permission over a resource. She also belongs to the Marketing global group, which belongs to the Sales group. Her individual user permission to the resource is Full Control. Her effective permission over the resource is ____________.

