Microsoft Windows NT Network Administration

Chapter 4, Scenario

1.
Laura posts her password (HAPPY) on a card in her top desk drawer. To teach her a lesson, the administrator decides to change her password so that she can’t log in. She calls him wondering what to do, and he explains that he tore up the password reminder in her top drawer, that she shouldn’t leave her password lying around, and that she should change her password frequently. He gives her the new password he has assigned to her. Later that day, Mark is caught logging in at Laura’s station, and, when asked, he says that he was using her account ID and the password, HAPPY. How could this have happened? Choose all answers that are correct. 

a.
The administrator set the Password Never Expires check box

b.
Laura had not logged in so her new password had not taken effect.

c.
The administrator forgot to set the minimum password age to one or more days.

d.
The administrator forgot to set the Password Uniqueness box to remember a certain number of passwords so that a password can’t be reused over and over again.

e.
None of the above scenarios can explain this occurrence.

c, d. (page 141)

Chapter 4, Lesson 1

2.
The company has grown, and a new assistant has been hired for you. You add your new assistant to the Account Operators group. Which one of the following rights does he NOT have now?

a.
Create, delete, and modify local and global groups.

b.
Create, delete, and modify user accounts.

c.
Add a workstation to a domain.

d.
Set account policies.

c. (page 132)

3.
The company has just hired 30 new designers to handle the work from the new contract signed yesterday. You built a user template to speed up the process of adding multiple users. Which one of the options below will not copy from the template to the user account?

a.
Password never expires.

b.
Group memberships.

c.
Individual print permissions.

d.
Time restrictions.

c. (page 134)

4.
An Account Operator can create a local group just as well as the Administrator. (True or False?)

True. (page 132)

5.
The Administrator can create global groups, but members of the Account Operators group can only create local groups. (True or False?)

False. (page 132) Account Operators can also create global groups.

Chapter 4, Lesson 2

6.
Your new assistant used the password defaults when he built the 30 new designer user accounts. Which one of the following must a new user do to use the network?

a.
Change password the first time he or she logs on.

b.
Pick a unique password.

c.
Pick a password of at least five characters.

d.
Change passwords every 90 days.

e.
Use a blank password.

a. (page 140)

7.
Today, your new assistant has decided to implement improved password security. He has set the password Account policies to require passwords to be changed every 45 days, and require a minimum password age of 10 days. Users must pick a unique password that is at least seven characters long. When can you be sure that the last user discovers that there is a difference in password security? Choose all answers that are correct. 

a.
The next time the user logs on.

b.
When he or she logs on the first day after the change.

c.
When he or she logs on more than 45 days from the account creation date.

d.
When he or she logs on more than 45 days from the policy change date.

b, d. (page 139)

8.
For password uniqueness to be effective, a minimum password age must also be set. (True or False?)

True. (page 142)

9.
By default, users are disconnected from the server when their logon hours expire. (True or False?)

False. (page 143) This only occurs when the Forcibly Disconnect Remote Users From Server When Logon Hours Expire box is selected under Account Policies.

Chapter 4, Lesson 3

10.
The new employees are creating so much data in their home folders that the home folders need to be moved to a new server. Your new assistant will first move the folders and then do which one of the following?

a.
Open each user account’s User Properties and change the home folder location.

b.
Using User Manager for Domains, he will highlight the first account and then hold down the Ctrl key and click each of the other new users’ accounts, then select Properties on the User menu and change the location of the home folders for the accounts selected.

c.
Send an e-mail telling everyone their home folders have moved, and that users need to change their applications’ open pointers.

d.
Go to each user’s computer and change the application default open property.

b. (page 151)

11.
The new employees are starting to work odd hours, both at the office and from home. They get approval to have dial-in rights added. Your assistant again tries to do this as a group. Which one method makes the most sense?

a.
Holding down Ctrl and highlighting all the user accounts for new designers; on the User menu, selecting Properties, clicking Dialin, and selecting the check box labeled Grant Dialin Permissions to User.

b.
Setting Grant Dialin in the Account Policy dialog box.

c.
Building a dial-in local group and adding the designers global group to it.

d.
Opening each user account’s User Properties and checking the box labeled Grant Dialin Permissions to User.

a. (page 151)

12.
When you need to modify the logon hours for user accounts, you must access each account individually. (True or False?)

False. (page 150) You can select multiple user accounts and then modify similar properties.

13.
The ability to modify multiple user accounts at the same time is especially useful for moving a group of users’ home folders. (True or False?)

True. (page 152)

Chapter 4, Lesson 4

14.
The new Primary Domain Controller (PDC) unexpectedly stops. Which one of the following is NOT a reasonable approach to solving the problem?

a.
Synchronizing the domain.

b.
Promoting a Backup Domain Controller (BDC) to a PDC.

c.
Repairing and bringing the original PDC back online.

d.
Demoting the original PDC to a BDC and then promoting back to a PDC.

a. (pages 156-159)

15.
In response to a “crisis” situation, you and your assistant have made many changes in the accounts database on the main domain. You advise your users that the changes have been made, and they immediately try to log in to use their new accounts. Some of the users immediately call to complain that some of the changes have not taken effect. You decide that now is the time to do which one of the following?

a.
Promote another BDC to a PDC, as the original is not accepting all the changes.

b.
Synchronize the domain as the BDCs still have old data.

c.
Add another PDC to handle the Domain traffic.

d.
Add another BDC to handle the Domain traffic.

b. (page 160)

16.
When a PDC needs to be taken offline, a BDC is automatically promoted to a PDC. (True or False?)

False. (page 155). The administrator must promote a BDC to a PDC.

17.
When the original PDC comes back online, it immediately becomes the active PDC for the domain. (True or False?)

False. (page 155). It must be promoted to a PDC so that the temporary PDC automatically becomes a BDC.

Chapter 4, Lesson 5

18.
If your computer is the only computer having difficulty contacting a domain controller for your domain, which of the following is a likely cause? Choose all answers that are correct. 

a.
There is a problem with the cabling system somewhere between your computer and all of the domain controllers for the domain.

b.
There might be a problem with your network adapter card

c.
The PDC is offline, and the problem can be fixed by promoting a BDC to PDC.

d.
Windows NT 4.0 Server for one or more of the BDCs is corrupted.

e.
There may be a problem with the domain controller network card.

a, b. (page 164)

19.
If a user gets a message that “The System could not log you on . . .,” which of the following could be a cause? Choose all answers that are correct. 

a.
The user misspelled his username.

b.
The user had the Caps Lock on.

c.
The user misspelled the domain name.

d.
A domain controller couldn’t be found to authenticate the user.

e.
There is a problem in the cabling system between the user’s station and all of the domain controllers.

a, b, c. (page 164)

20.
If a user is logged on using cache information, recent changes to his or her profile might not be available. (True or False?)

True. (page 164)

21.
Passwords are case-sensitive. (True or False?)

True. (page 164) 

