Microsoft Windows NT Network Administration

Chapter 11, Scenario

1.
After 6 months without a day off, you, the Administrator for the Windows NT 4.0 network at the BB Brick Company, have been given a week off. You have decided to fly to a restful remote site with no telephones, and you have been assured that it will be unnecessary for you to check in. Kelly, your assistant, has been left in charge. She does not know the Administrator password. Kelly performs the daily backups at BB Brick, and they are created with the “Restrict Access to Owner or Administrator” box checked for additional security. On your first day off, the Chief accountant discovers that he has mistakenly erased an important spreadsheet that he must modify with this month’s figures before the company board meeting two days from now. Kelly confidently tells the accountant that she will restore his file. But, when she goes to restore the file from the backup tape, she is unsuccessful. Which one of the following could be the reason she is unsuccessful?

a.
Kelly is a member of the Backup Operators group with default permissions and rights assigned, but she is not a member of the Administrators group.

b.
Kelly is a member of the Administrators group, but she isn’t the Administrator.

c.
Kelly is not a member of the Administrators group, but she is member of a special Backup group that has been assigned only the right to back up files and folders, not the right to restore files and folders.

d.
Kelly has been using a combination of full and differential backups.

e.
None of the above can account for her unsuccessful attempts.

c.
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2.
Which one of the following steps is NOT needed in creating a BACKUPONLY local group that can back up but not restore files?

a.
Create a Local group called BACKUPONLY on the machine where the tape drive is located and give the group the right to log on locally.

b.
Create a Local group called BACKUPONLY on the machine where the tape drive is located and give the group the right to log on over the network.

c.
Give the BACKUPONLY group the user right to back up files and directories.

d.
Create a Global group on the PDC containing the domain users who are to be given the backup rights.

e.
Place the Global group from the PDC into the Local group called BACKUPONLY.

b. (page 396)

3.
Which one of the following must a user have to restore all files and directories on a network?

a.
Restore files and directories user right.

b.
Backup files and directories user right.

c.
Both the backup and the restore files and directories user rights.

d.
Administrative rights.

e.
Full rights to all directories on the server.

a. (page 396)

4.
Windows NT 4.0 Backup supports backup to both tape and diskette. (True or False?)

False. (page 395) Backup must be to tape.

5.
The Backup Operators group and the Server Operators group both have the right to back up files and directories. (True or False?)

True. (page 396)
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6.
If a company is using the backup approach that requires a full backup on Monday night and an incremental backup on each of the other nights, which one of the following represents the number of tapes (or tape sets, if multiples tapes are required per day) needed to restore the system should a failure happen during the day on Thursday?

a.
One.

b.
Two.

c.
Three.

d.
Four.

e.
Five.

c. (pages 401-403) Even so, you still will have lost whatever work was done after Wednesday night’s backup.

7.
Which of the following backup types cause each file that has been backed up to be marked as backed up? Choose all answers that are correct. 

a.
Normal.

b.
Incremental.

c.
Differential.

d.
Daily copy.

e.
Copy.

a, b. (pages 401-402)

8.
Windows NT 4.0 Backup can be used to recover an entire volume, including the boot partition. (True or False?)

False. (page 401) It cannot restore the boot partition.

9.
The normal backup method requires the least amount of time for a restore operation and the greatest amount of time for a backup operation. (True or False?)

True. (pages 401-405)
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10.
Using Windows NT 4.0 Backup, which one of the following can be done, at minimum, to allow for backup of the local registry?

a.
Select “Backup Local Registry” in the backup information screen.

b.
Select normal backup only.

c.
Choose hardware compression because the registry is so large.

d.
Choose backup to diskette.

e.
Select incremental backup.

a. (page 413)

11.
Which one type of logging will show all backup operations in the log?

a.
Summary Only.

b.
Full Detail.

c.
Log to Log File.

d
Don’t Log.

e.
None of the above.

b. (page 413)

12.
When you back up the registry, you should always restrict access to the Owner or Administrator. (True or False?)

True. (page 417)

13.
You must connect to a shared computer on a remote computer before it can be backed up. (True or False?)

True. (page 417)
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14.
Which of the following statements about scheduling an automatic backup is true? Choose all answers that are correct. 

a.
The ntbackup command must be used to create a batch file for use in making the backup.

b.
The at command can then be used to schedule the actual backup.

c.
The mail service must be running on the Windows NT 4.0 machine.

d.
TCP/IP must be loaded on the Windows NT 4.0 machine.

e.
The Windows NT 4.0 backup cannot be scheduled to occur automatically.

a, b. (page 418)

15.
The schedule service can be started using which of the following? Choose all answers that are correct.

a.
Server Manager.

b.
System in the Control Panel.

c.
Services program in the Control Panel.

d.
The at command.

e.
Network Neighborhood.

a, c. (page 422)

16.
The ntbackup command is used to create a batch file for performing an automatic backup. (True or False?)

True. (page 418)

17.
The at command provided with Windows NT 4.0 is the only option for scheduling an automatic backup. (True or False?)

False. (page 418) The Windows NT 4.0 Command Scheduler, provided in the Microsoft Windows NT 4.0 Resource Kit, can also be used.
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18.
Which of the following is a good strategy to help ensure proper restoration of files and directories in the event of a disaster? Choose all answers that are correct.

a.
Keeping documentation on each backup.

b.
Storing backup tapes offsite periodically.

c.
Backing up regularly.

d.
Rotating tapes over at least a period of a week.

e.
Making users responsible for backup of their own files and directories.

a, b, c, d. (page 427)

19.
Which of the following is recommended for a good backup/restore strategy on a network where security is an issue? Choose all answers that are correct. 

a.
Having the users who will perform the backup be members of the Backup Operators group.

b.
Having a special Backup group that can back up files and a special Restore group that can restore files. Not having the person with restore rights be the same as the person with backup rights.

c.
Taking copies of tape backup logs, and the tapes themselves, offsite on a regular basis.

d.
Before you begin restoring files to a remote computer, connecting to the shared folders on the remote computers.

e.
Storing the backup log file on the Windows 4.0 NTFS partition for protection.

b, c, d. (page 437)

20.
Windows NT 4.0 Backup can restore the registry on a remote computer. (True or False?)

False. (page 430) Windows NT 4.0 Backup can only restore the registry on the computers where the tape drive is installed.

21.
You should load the tape and backup set catalogs for a list of all the files in a backup set; and use both of these catalogs to locate files to restore. (True or False?)

True. (page 437)

